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  Privacy Principles 
 
Principle 1: Protecting taxpayer privacy and safeguarding confidential taxpayer information is a 

public trust. 
 
Principle 2: No information will be collected from a taxpayer that is not necessary and relevant 

for tax administration and other legally mandated or authorized purposes. 
 
Principle 3: Information will be collected, to the greatest extent practicable, directly from the 

taxpayer to whom it relates. 
 
Principle 4: Information about taxpayers collected from third parties will be verified to the 

greatest extent practicable with the taxpayers themselves before action is taken 
against them. 

 
Principle 5: Personally identifiable taxpayer information will be used only for the purpose for 

which it was collected, unless other uses are specifically authorized or mandated 
by law. 

 
Principle 6: Personally identifiable taxpayer information will be disposed of at the end of the 

retention period required by law or regulation. 
 
Principle 7: Taxpayer information will be kept confidential and will not be discussed, nor 

disclosed to, any person within or outside the IRS other than as authorized by law 
and in the performance of official duties. 

 
Principle 8: Browsing, or any unauthorized access of taxpayer information by any IRS 

employee, constitutes a serious breach of the confidentiality of that information 
and will not be tolerated. 

 
Principle 9: Requirements governing the accuracy, reliability, completeness, and timeliness of 

taxpayer information will be such as to ensure fair treatment of all taxpayers. 
 
Principle 10: The privacy rights of taxpayers will be respected at all times and every taxpayer 

will be treated honestly, fairly, and respectfully. 
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 Privacy Points 
 
1. Collect the necessary information. * 

 
No information will be collected from or about taxpayers that is not necessary and relevant 
for tax administration. Our approach to information gathering will rely on data, analysis, and 
objective measures. 

 
2. Treat taxpayers and co-workers with honesty, integrity, and respect. 

 
Every taxpayer will be treated honestly, fairly, and respectfully. IRS employees, whether in a 
taxpayer’s office or home, will refrain from physical searches of a taxpayer’s mailbox and 
unconsented browsing of a taxpayer’s mail and records. 

 
Privacy protection begins in the workplace. Sensitive employee data must be carefully 
protected and employees should be treated with honesty, fairness, and respect. 

 
3. Use the information for the purpose for which it was collected.  * 

 
Personally identifiable taxpayer information will be used only for the purpose for which it 
was collected and will be disposed of at the end of the required retention period. 

 
Browsing, or any unauthorized access of taxpayer records by any IRS employee, constitutes 
a serious breach of the confidentiality of that information and will not be tolerated. 

 
4. Keep information confidential. 

 
Protecting taxpayer privacy and safeguarding confidential taxpayer information is a public 
trust. Taxpayer data will not be disclosed to any person within or outside the IRS, other than 
as authorized by law and in the performance of official duties. 

 
* Collection of information in points 1 and 3 refers to the gathering of personally identifiable data 
from taxpayers or third party sources. 
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Protecting Taxpayer Privacy 

 
Protecting taxpayer privacy and safeguarding confidential information is a public trust. 
 
Privacy protection is broader than just confidentiality (disclosure) and security, although it certainly 
includes confidentiality and security as well. 
 
We recognize that the majority of employees do respect the privacy of taxpayers and other 
employees. We are asking all IRS personnel to take a careful introspective look at how they view 
the privacy of taxpayers, as well as the privacy of other employees.  We want to emphasize that 
even in commonly accepted practices, often unstated, we want each manager and employee to 
reevaluate how they interact with the taxpayer and with each other. 
 
There are several reasons why the IRS needs to be very concerned with the privacy of the American 
taxpayer. 
 
Voluntary Compliance - Many experts from inside and outside the IRS tell us that people may not 
voluntarily comply with tax laws if they think their personal information is being abused. 
 
Shareability of Data -With the increased development of integrated information systems within 
IRS and accelerating shared data across government, there is an increased risk of an invasion of 
privacy. 
 
Renewed Interest of the Taxpayer - Taxpayers and their representatives in Congress are taking a 
renewed interest in taxpayer privacy rights. The Big Brother menace seems to be more real to many 
people now than ever before. Investigations of employees browsing taxpayer files have heightened 
the fears and concerns of taxpayers and the oversight committees in Congress. 
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 Stakeholder Concept* 
 
Any decisions made by IRS employees should be based on the Stakeholder Concept*, developed by 
Michael Josephson. 
 

In the Stakeholder Concept*, each person or group affected by a decision holds a 
moral claim on the decision maker.  It is a systematic way of perceiving and sorting 
out the various interests involved in decision making.  It reinforces the obligation to 
make all reasonable efforts to foresee possible consequences. 
 

The model employs these basic steps: 
 
• Consider all stakeholders and ethical principles using principled reasoning.  Then clarify, 

evaluate, decide, implement, monitor, and modify, as necessary, to ensure ethical behavior. 
 
• Ethical values trump non-ethical values; that is, ethics must prevail. 

 
• One may sacrifice ethical values only if it is clearly necessary to do so in order to advance 

other ethical values to produce the greatest balance of good in the long run. 
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Notices and Disclaimers 
 

The Document Locator Numbers (DLNs), Employer Identification Numbers (EINs), Social 
Security Numbers (SSNs), Individual Taxpayer Identification Numbers (ITINs), Preparer Tax 
Identification Numbers (PTINs), Credit Card Numbers, Checking Account Numbers, Phone 
Numbers, and Direct Deposit Routing Numbers used in this course are hypothetical.  They were 
constructed by random selection of numbers to appear realistic and increase the effectiveness of 
the training.  Any duplication of numbers actually assigned is purely coincidental.  All other 
names and numbers used in this material are fictitious.   
(IRM 0420.1) 
 
The taxpayer and business names and addresses shown in this publication are fictitious.  They 
were chosen at random from a list of names of counties in the United States. 
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